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The Rise of Large-Scale Attacks
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Services Scanned Over Time
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Scan Drops / Day
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Yearly Conficker A+B Population
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Yearly Conficker A+B Population
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The PPl Eco-system
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Life after you get an Infection

| 3 additional binaries
downloaded
Total Time: < 5 minutes
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GangstaBucks.com - it pays on time!
We pay for all installs!
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‘Operation Payback’ Attacks Fell Visa.com

By ROBERT MACKEY

y / > 4

TARGET: WWW.VISA.COM :: FIRE
FIRE FIRE!!! WEAPONS http://bit.ly
/e6iR3X ::: SET YOUR LOICTO
irc.anonops.net ::: #DDOS #PAYBACK
#WIKILEAKS

Retwee

& Anon_Operation

Operation Payback

Knowledge Is Free.
We Are Anonymous.
We Are Legion.

We Do Not Forgive.

eration: Papback Operation: KNI .o
QIBD posted on Twitter by a g iuaf l«‘t:l:)“rt activists an @pt e start of an attack ¢ Ex'peCt Us' "\v

a's Web site, in retaliation for the company’s actions against WikiLeaks.

Last Updated | 6:54 p.m. A group of Internet activists took credit for

crashing the Visa.com Web site on Wednesday afternoon, hours after they

launched a similar attack on MasterCard. The cyber attacks, by activists who
call themselves Anonymous, are aimed at punishing companies that have acted

to stop the flow of donations to WikiLeaks in recent days.

The group explained that its distributed denial of service attacks — in which

they essentially flood Web sites site with traffic to slow them down or knock

them offline — were part of a broader effort called Operation Payback, which



Russia accused of unleashing cyberwar
to disable Estonia

- Parliament, ministries, banks, media targeted
- Nato experts sent in to strengthen defences

August 11th, 2008

lan Traynor in Brussels

The Guardian, Thursday 17 May 2007 Coordinated Russia vs Georgia

Article history

cyber attack in progress

Posted by Dancho Danchev @ 4:23 pm

Categories: Black Hat, Botnets, Denial of Service (DoS), Governments, Hackers...

Tags: Security, Cyber Warfare, DDoS, Georgia, South Osetia...

21 62 TalkBacks ~= & el & P +18

ADD YOUR OPINION SHARE FRINT E=-MAIL WORTHWHILE? 24 WVOTES

In the wake of the Russian-Georgian conflict, a week worth of speculations
around Russian Internet forums have finally
materialized into a coordinated cyber attack
against Georgia’s Internet infrastructure. The
attacks have already managed to compromise
several government web sites, with continuing
DDoS attacks against numerous other
Georgian government sites, prompting the
government to switch to hosting locations to

F ; the U.S, with Georgia’s Ministry of Foreign
Bronze Soldier, the Soviet war memorial removed from Tallinn. Affairs undertaking a desperate step in order to disseminate real-time
Nisametdinov/AP fmfimnn mbin bavs s msifime ks Dln e Lommmmee “

A three-week wave of massive cyber-attacks on the small Baltic country
of Estonia, the first known incidence of such an assault on a state, is
causing alarm across the western alliance, with Nato urgently examining
the offensive and its implications.



Russian election protests — Saturday 10

December 2011 #TpWde)al'l bHaAA

» Largest political event of its kind since the fall of the USSR
» An estimated 50,000 people gathered in Moscow and 10,000 in

(#triumphal)

They allege widespread fraud in Sunday's polls
» More than 1,000 arrests

» Protestors pledge to take to the streets again on December 24
» They want Sunday's election results annuled




Geolocation of Logins

Nonspam Logins Spam Logins




Strategy for Combatting
Large-Scale Attacks




Combating Large-Scale Attacks
Via Infiltration
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Advanced malware intelligence via PPI infiltration

Milking = mimic downloader, repeatedly ask PPI service for next program to install

@ Dropper Milking @ Execution & Traffic Recording Taffic @) Behavioral Classification

Binaries Summaries
I I - @
EC2 Milkers Binaries Store
‘\\~ l I

| eFTP Clustering Tagging

St _I ®DNS Bro Traffic Store Signature Signature
I 1 .. @HTTP Generation = Updates
| l If'l-.""-oSMTP

\

Family, Signatures
Timestamp, URL, MD5, Tor Exit Node MD5
. PPI
il Servers Malware Store Signature Store

Running for five months, we downloaded (“milked”) > 1M
binaries (9K distinct) from 4 different affiliate programs




Malware Family

Malware Extracted via “Milking”
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CEPBMC PETUCTPALIMM AKKAYHTOB
&% Ceivac B npopaxe

Service Kon-so akkos

37058
257870
2964
49716
28430
5754
3536
709
68967

86

no 10K:

no 10K:

no 10K:

no 10K:

no 10K:

no 10K:

no 10K:

no 10K:

no 10K:

no 10K:

Llena 3a 1K akkayHTOB

$5 | oTr 10K ao 20K: $4.5 | oT 20K: $4
$5 | ot 10K ao 20K: $4.5 | ot 20K: $4
$100 | ot 10K go 20K: $95 | or 20K: $90
$8 | oT 10K po 20K: $7.5 | oT 20K: $7
$20 | oT 10K go 20K: $20 | oT 20K: $20
$100 | ot 10K go 20K: $95 | ot 20K: $90
$35 | ot 10K go 20K: $32 | ot 20K: $30
$30 | oT 10K go 20K: $30 | oT 20K: $30
$20 | oT 10K go 20K: $18 | oT 20K: $17

$35 | ot 10K go 20K: $35 | oT 20K: $35



CEPBMC PETUCTPALIMM AKKAYHTOB
g% Cenuac B npopaxe

Service Number Available LleHa 3a 1K aKKayHTOB

Mail.ru Ao 10K: $5 | ot 10K o 20K: $4.5 | ot 20K: $4

Hotmail.com A0 10K: $5 | ot 10K go 20K: $4.5 | ot 20K: $4
Gmail.com USA PVA Ao 10K: $100 | ot 10K go 20K: $95 | ot 20K: $90
Yahoo.com Ao 10K: $8 | ot 10K go 20K: $7.5 | oT 20K: $7
AOL.com Ao 10K: $20 | ot 10K go 20K: $20 | ot 20K: $20
Facebook.com EN Ao 10K: $100 | ot 10K go 20K: $95 | ot 20K: $90
Linkedin.com Ao 10K: $35 | or 10K go 20K: $32 | ot 20K: $30
Posterous.com Ao 10K: $30 | ot 10K go 20K: $30 | ot 20K: $30
Twitter.com A0 10K: $20 | ot 10K go 20K: $18 | oT 20K: $17

Pinterest.com

Ao 10K: $35 | ot 10K go 20K: $35 | oT 20K: $35



CEPBUNC PEMTMCTPALIMN AKKAYHTOB

&% Ceivac B npopgaxe

Service Number Available Price per 1K Accounts
Mail.ru 37058
Hotmail.com 257870
Gmail.com USA PVA 2964
Yahoo.com 49716
AOL.com 28430
Facebook.com EN 5754
Linkedin.com 3536
Posterous.com 708
Twitter.com 68967

Pinterest.com 86
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MarasuH AxkkayHToB #1 8 PyHete: Mpoaaxa AkkayHToB v Peaupextos ¢ MriHoseHnHou [loctaskon

- . _

| Merchant | Period| #| Accts| Price] :
é = 77 v ¢ B~ Google Q) g
alexissmalley ' 06/12-03/13| 14| 13,000 $4
naveedakhtarJr 01/13-03/13 4 2,044 $5| npeanoxutb akkayHTbl pasnuuHbIX MOYTOBBIX CNYX6 1 GecnnarHbix
truep aler 02/13-03/13 2 90 el * Bbl nonyuyete akkayHTol CPA3Y nocne onnarbl 3akasa yepes Webmoney.
eommoro0s! | oty o1y e Screenname __| Emall
t 3 . -
we menuors Trstram Aiken TrstramsseS12 | KareyKay34251@hotmail.com
Zuum‘ﬂlmau . 18; g—ig; i?_ Millicent Comolii | Millicentrpq645 | DanHald46927@hotmail.com
anye — = -

denz’a19g3ﬂu 10/12-10 /12 Wendy Hunt WendyHunt5 imawzgaf7083@hotmail.com
formeforl 09/12-11/12 Kristina Levy KristinaLevy6 exraytj8143@hotmail.com
ghetumarian™ 09/12-10/12! Kiera Barbo Kierayvydb LinJose344@hotmail.com
jackhack08™ 09/12-09/12/ Jeannine Allegrini | Jeanninewogzg | OpheliaStar461@hotmail.com
kathlyn™ 10/12-10/1%] ola dingess olawhdingess TimeffTicnisha@hotmail.com
smokinbluelady™ 08/12-08/14| brinda neff brindagtgneff ScujheShananan@hotmail.com |
twitfollowers™ 10/12-10/12, . . . T & 1IvouLIn
twitter0071 10/12-10/12| 1 75 $7
kamalkishover® 06/12-03/13[ 14] 12,094 $4—7| “"""" Dm0 ponaeH aKKayHTH
shivnagsudhakar® 06/12-06/12| 1| 1,002 $4
accs.biz? 05/12-03/13] 15[ 17,984] $2-3
buyaccountsnow.com*  |06/12-11/12| 8| 7,999| $5-8
buyaccs.comi 06/12-03/13| 14| 13,794| $1-3
buytwitteraccounts.bizt |09/12-10/12| 3| 2,875 $5
buytwitteraccounts.info* [10/12-03/13| 9| 9,200| $3—4
dataentryassistant.com? [10/12-03/13| 9| 5,498 $10 ~
getbulkaccounts.comjt 09/12-09/12| 1| 1,000 $2 ;
quickaccounts.bigcartel* |11/12-11/12| 2| 1,501 $3 '
spamvilla.com"t 06/12-10/12| 3| 2,992 $4
xlinternetmarketing.com*|10/12-10/12| 1| 1,000 $7

[Total [05/12-03/13[140[120,019]$1-20]
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MarasuH AkkayHTos #1 B PyHeTe: MNpoaaxa AkkayHToB v PegupexTos ¢ MrHoseHHo# [locTaskomn

006
|

Merchant Period| #| Accts| Price]
& | (B~ Google g
alexissmalleyJr 06/12-03/13| 14| 13,000 $4
naveedakhtarJr 01/13-03/13 4 2,044 $5| npeanoxutb akkayHTbl pasnuuHbIX MOYTOBBIX CNYX6 1 GecnnarHbix
truep alsT 02/13-03/13 2 90 R 1. Bbl nonyyeTte akkayHTel CPA3Y nocne onnarbl 3akasa yepes Webmoney.
victoryservices' 06/12-03/13T Name Screenname Email
b tors2009° 10/12-03/13 - -
we menuors Trstram Aiken Trstramsseg12_ I_(areyKay34251@hotma|I.oom
Zuumﬁimau . 18; g—ig; 1,2_ Miliicent Comolli | Millicentrpq645 | DanHald46927@hotmail.com
anye — = =

d enfalgg:;uu 10/12-10 /12 Wendy Hunt WendyHunt5 imawzgaf7083@hotmail.com
formefor! 09/12-11/12 Kristina Levy KristinaLevy6 exrayt)81 43@hotmail.com
ghetumarian™ 09/12—-10/12| Kiera Barbo Kierayvydb LinJose344@hotmail.com
jackhack08"! 09/12-09/12| Jeannine Allegrini | Jeanninewogzg | OpheliaStar461@hotmail.com
kathlyn" 10/12-10/12] ola dingess olawhdingess TimeffTicnisha@hotmail.com
smokinbluelady™ 08/12-08/12| brinda neff brindagtgneff ScujheShananan@hotmail.com
twitfollowers™ 10/12-10/12 . . —o = 1iubuLIn
twitter007™ 10/12-10/12| 1 75 $7
kamalkishover® 06/12-03/13] 14| 12,094] $4—7] “*"™* Dm0 1o npoRaEM BKKaYHTS
shivnagsudhakar® 06/12-06/12| 1| 1,002| $4| .5]or20K: $4 Twitter.com

3 15 Map 2013
accs.biz 05/12-03/13| 15| 17,984| $2-3| 5 | oT 20K: $4 ey :}:’aﬂ Lera Ha aKKayHTH
buyaccountsnow.com*  |06/12-11/12| 8| 7,999| $5-8 Facebook.com! Bcero $80 32 1000 wr.
b t .5 | oT 20K: $3 Dewesne He 6bisaeT!
b 07 ®es 2013

CEHcaLlVIOHHaﬂ UeHa Ha aKKayHTbl
b Yahoo.com. Tenepb OTNIUYHbIE aKKAYHTbl CO
d BCEMMU perncCTpauymMoHHbIMA AaHHbIM#K NO
ueHe or $7 32 1000 wr!

g NG den 2013
q
S
X

| Total

[05/12-03/13[140[120,019]$1-20]
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(L NN &) Buyaccs.com: Bulk Accounts with Instant Delivery After Payment. We Accept Paypal

JB swacescom BulkAcountswi. (k|
|« ) @ htps://buyaccs.com/en/ 7+ & (B Google Q n E‘ ary

If you need quality bulk accounts, you've come to the right place. You can get your accounts
Bu g H c c s .com immediately after your payment - there is no need to wait.

BUY BULK ACCOUNTS AT BEST PRICES All the accounts are provided in any format you like. Just use our free account converter to get them
in the way you need.

Special rates are applied if you purchase less than 1000 accounts.

We accept Liberty Reserve and Paypal.

Please, review our terms and conditions before purchasing any accounts.

06 Apr 2013
Twitter accounts are not available. We will

&4 For sale start selling them shortly.

Provider Quantity Rate for 1000 06 Apr 2013
Twitter accounts are not available. We will
Hotmail.com 449292 1K-10K: $5 | 10K-20K: $4.5 | 20K+: $4 start selling them shortly.
. . . . . 07 Feb 2013
Hotmail.com Verified 423418 1K-10K: $6 | 10K-20K: $5.5 | 20K+: $5 Added Instagram accounts at a great rate:
$50 per 1000.
Outlook.com Plus 9661 1K-10K: $4 | 10K-20K: $3.5 | 20K+: $3
04 Dec 2012
Gmail.com USA PVA 4340 1K-10K: $100 | 10K-20K: $95 | 20K+: $90 Just added Fully Profiled Twitter Accounts
at a great rate - $30 per 1000. Accounts
. . . come with avatar, bio and random
Yahoo.com 14058 1K-10K: $8 | 10K-20K: $7.5 | 20K+: $7 background.
Yahoo.com USA 8688 1K-10K: $15 | 10K-20K: $15 | 20K+: $15 19 Nov 2012
Great prices for wholesale Twitter.com and a
Nokiamail.com 0 1K-10K: $10 | 10K-20K: $10 | 20K+: $9 Hotmail.com orders! ;
7



Merchant Reactions

€€ Al of the stock got suspended ... Not
just mine .. It happened with all of the
sellers .. Don't know what twitter has

done ... ”

Immediately after:

90% of purchased accounts suspended on arrival
2 weeks after:

0% of purchased accounts suspended on arrival
Strangely, no price changes!



0O00 Canadian Pharmacy

@ @ R P — 1> (G oo q-

Home @ Bestsellers @ Allproducts | FAQ | Contactus
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S € £ i Proceed to Checkout »

Pharma Bonus

Canadian @ Pharmacy

#1 Intemet Online Drugstore
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& 4 N

For Order more than $300: 88 -

12 VIAGRA PILLS ;
& 10xViagra Growth Al 120 pills
g e 100 mg 1 bottle x 60caps 100 mg
= |For other Orders: 10 x Cialis , ’ +4 Free pills
= |4 VIAGRA PILLS ( 20 mg Pemi%mhzg.ll p
e ORDER NOW ORDER NOW ORDER NOW
@ Male Enhancement
. Searchbyname: ABCDEFGHIJKLMNOPORSTIUVWXYZS Search: | @
© Men's Health
oS ALES - 20% OFF Today's Bestsellers
@ Female Enhancement Viagra i Cialis Viagra
- Our o : Our ori C Professional
- ur price ur price
o Weight Loss . $1.21 $2.18 - Qur price
© Gums New! $
© Body-Building More info @ Add 1o cant More info @ Add 1o cant More info @ Add to cant
@ Hypnotherapy :
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Kirill Levchenko

klevchen@cs.ucsd.edu

I'am a project scientist with the Systems and Networking group in the Computer
Science department at the University of California, San Diego. My current research



Phases of the Spam Value Chain

Q DNS Lookup
(A record)

9 DNS Lookup
(NS record) A A -
Domain Registrar Affiliate Program

o Spam Message 8
=
eg.ru Prarecy Epeess
V' S A Russia Russia

From: fvejlecPacne.com

To: recipientfexanple.con

Subject: VIAGRA # Official Site

TESEPRKEONNEL /
—— ‘
® ¢ 2% O
e =
Azerigazbank

@ Payment
Grum Botnet http://med.’\«ihopnerx.ru Merchant Bank

Azerbaijan
@ Click

Advertising

>
x|

medicshopnerx.ru

DNS Server
China

Manufacturer
India

.
>

Click support

»

Realization I

medicshopnerx.ru @ Pharmacy Express
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Feed Feed Received Distinct
Name Description URLs Domains
Feed A MX honeypot 32,548,304 100,631
Feed B Seeded honey accounts 73,614,895 35,506
Feed C MX honeypot 451,603,575 1,315,292
Feed D Seeded honey accounts 30,991,248 79,040
Feed X MX honeypot 198,871,030 2,127,164
Feed Y Human identified 10,733,231 1,051,211
Feed Z MX honeypot 12,517,244 67,856
Cutwalil Bot 3,267,575 65
Grum Bot 11,920,449 348
MegaD Bot 1,221,253 4
Rustock Bot 141,621,731 13,612,815
Other bots Bot 7,768 4
Total 968,918,303 17,813,952

Table I: Feeds of spam-advertised URLs used in this study. We
collected feed data from August 1, 2010 through October 31, 2010.



Affiliate Program URLs Volume Domains
Royal Software 2,291,571 1.48% 572
EuroSoft 694,810 0.31% 1,161
Auth. Soft. Resellers 65,918 <0.01% 4117
OEM Soft Store 19,436 <0.01% 1,367
Soft Sales 93 <0.01% 35
Software Total 3,071,828 1.79% 7,252

Looked at three categories:
Pharma, Replica, Software

Covered all the major affiliate

programs

Affiliate Program URLs Volume Domains
RX-Promotion 160,522,026 21.7% 10,586
Mailien 69,961,211 23.57% 14,444

Pharmacy Express 69,959,633 23.57% 14,381

ED Express 1,578 <0.01% 63
ZedCash (Pharma) 42,297,130 18.93% 6,981

Dr. Maxman 32,184,860 13.19% 5,641

Viagrow 5,222,658 3.57% 386

US HealthCare Inc. 3,196,538 1.42% 167

MaxGentleman 1,144,703 0.39% 672

VigREX 426,873 0.31% 39

Stud Extreme 71,104 0.05% 43

ManXtenz 50,394 <0.01% 33
GlavMed 28,313,136 7.84% 2,933
Online Pharmacy 17,266,034 5.07% 2,922
EvaPharmacy 12,798,999 7.91% 11,285
World Pharmacy 10,412,850 5.88% 691
PH Online 2,971,368 2.14% 101
Swiss Apotheke 1,593,532 0.21% 118
HerbalGrowth 265,131 0.19% 17
RX Partners 229,248 0.15% 448
Stimul-cash 157,537 0.07% 50
MAXX Extend 104,201 <0.01% 23
DrugRevenue 51,637 0.05% 122
Ultimate Pharmacy 44 126 0.02% 12
Greenline 25,021 <0.01% 1,766
Virility 23,528 0.01% 9
MediTrust 6,156 <0.01% 24
RX Rev Share 5690 <0.01% 183
Unknown Program 3,310 <0.01% 1,270
Canadian Pharmacy 1,392 <0.01% 133
RXCash 287 <0.01% 22
Stallion 80 <0.01% 2
Pharma Total 347,053,630 93.74% 54,142

Affiliate Program URLs Volume Domains
ZedCash (Replica) 13,264,108 4.29% 7,011
Ultimate Replica 10,464,930 3.35% 5,032
Distinction Replica 1,252,816 0.3% 130
Diamond Replicas 506,486 0.14% 1,307
Prestige Replicas 382,964 0.16% 101
Exquisite Replicas 620,642 0.32% 128
One Replica 21,318 0.02% 83
Luxury Replica 11,207 <0.01% 28
Aff. Accessories 3,669 <0.01% 187
Swiss Rep. & Co. 76  <0.01% 15
WatchShop 2,086,930 0.17% 547
Replica Total 15,351,038 4.46% 7,558




Bestsellers

All products

Search

PAIN RELIEF

Vicodin ES
Hydrocodone
Percocet

Lortab

Darvocet (Proxyvon)
Codeine

View all products

ANTI-ANXIETY

Xanax

Valium (® ROCHE)
Ativan (® Wyeth)
Klonopin (generic)
Valium (generic)
Anti-Anxiety Pack
Atarax

View all products

ADHD Treatment

Adderall
Brand Ritalin
View all products

WEIGHT LOSS

Phentermine

How to order Shipping policy Order Status Refer a friend Testimonials F.A.Q.

Search products by name
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Order approved

Your transaction has been approved.

Your order ID: 138731

First name: Kirill

Last name: Levchenko

Card used with this order: 46*****2288
Total amount charged: $52.95

The following billing descriptor appear on your credit card statement:

Tracking number will be sent on your email once medications will be shipped.

NOTE: Contact us about your order only through customers support system www.rxsup24.com
Before contact us and ask about time for delivery please read our shipping policy.

ORDER STATUS, TRACKING NUMBER, FAQ ABOUT DELIVERY:

Website menu --> Order status

Dear Kirill Levchenko, if you have any questions regarding your order, shipping, please contact us at:

Customers support system: www.rxsup24.com
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Ehe New JJork Times

The Opinion Pages

EDITORIAL

Spammers and Their Bankers

In early 2004 Bill Gates claimed that “two years from now, spam will
be solved.” Today it amounts to 70 percent of all e-mail. Yet there
may be a chance to cut it back.

In March, spam volumes tumbled as United States marshals seized
computers at Internet hosting facilities that controlled Rustock, a

The good news is there may be other ways to disrupt spammers. The Times’s John Markoff
reported that computer scientists at two University of California campuses have found
another vulnerability: spammers’ banks.

To track the flow of information, the researchers made hundreds of purchases. Buying
Viagra from the Pharmacy Express group in Russia involved computers in Brazil, China
and Turkey. The Viagra came from India. But 95 percent of the purchases were handled
by three banks — in Azerbaijan, Latvia and St. Kitts and Nevis. This suggests that if banks
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YBaxaembie Bebmacrepa,
B cBA3yM ¢ cOObITUAMY NPOU3OLIEALUNMA B TEYEHUe NOC/TeHNX ABYX MECALieB, Korga noj yaap nonanu sce 6aHKOBCKUE U
NpoYecCUHroBble CYeTa KOMNaHWM, Mbl BbIHYXAEeHbl COOBLYNTD, YTO, NOCKONbKY A0 CErofHAUHEro AHA He yAanoch HauTu JOCTaTOYHO
HaZeXHOoro pelueHns ANA NPoJoNXeHus paboTbl, a JOArM Nepes NoCTaBLUuKaMi M NapTHepamu NPOAOKAIOT PaCTH, Mbl BbIHYXKAEHbI
MOMHOCTbIO OCTAaHOBUTL QYHKYMOHUPOBaHWe NapTHepckow nporpammbl Medinc.
Mbi 6binu pagel paboTaTs € BaMy, PY3bA, U HAM Xallb, YTO COTPYAHUYECTBO B pamMKax JaHHOr o npoekTa bonee HeBO3MOXHO.
B cnyuae, ecnu Ham yAacTca HauTy HagexHoe, Mo HalleMy MHeHWIO, NPOLeCCUHIoBoe pelleHne N Bo306HoBUTb paboTy, Bce BebmacTepa
nonyyar yBefjoMAeHNA Ha NOYTOBbIE apeca, yKa3aHHble NPy perucTpaymm.

Dear webmasters,

Due to the recent developments which led to all our bank and processing accounts being jeopardized, we have to
inform you, that functioning of the Medinc partnership program will be discontinued, as no reliable solution has been
found to keep it working, and the debts to suppliers and partners keep increasing.

We were happy to work with all of you, and we are very sorry that we can’t cooperate with you anymore within this
project.

If we manage to find a reliable processing solution to resume working, all webmasters will receive an email notification
sent to the address submitted during registration.
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L BAXHO: nepexop B pexxnm “MAY3A"!

YBaxaemble MapTHepbl,

Kak Bbl MOrM 3aMeTUTb, NocneaHune napy AHen Y Hac nPO6ﬂeMbl C NpoOUECCUHIOM. PeweHne Bompoca "noaencno” B BO34yXe, N NMOoKa He ACHbl OKOHYaTesNbHble CPOKW €ro paspelweHns.

Mbl MpUHUMNNUANBbHO HE XOTUM COsVIPaTb "BeWTUHM" 1 No cym™m pa6OTaTb B 6aTy. Mbl TaK Xe He roToBbl PUCKOBaTb BAaWWMKN A€Hbrammn C MasioZHaKoMbiMMU 1N HE O4YeHb Cepbe3HbiIMW MOCpeaAHNKaMU. I'IosTomy C HacTosAwero

MOMeHTa Becb [naBMes nepexoauT B pexum "MAY3A". HuKkakue HoBble 3aKasbl 06pabaTbieaTbcst He GyAyT A0 MOMEHTa PeleHns Bonpoca C NpoLeccHroM. Bee yxke sanpoueweHHble 3aKasbl GyayT BbiNONHEHD, KaK 1
cneayer.

Y6eaurenbHana nuana BpeMeHHO nepeBecTH cBoOi TEag!uK Ha Apyrue wonbi/ NpoOeKTbl.

Gonbwe AcCHOCTM U

6/29/2012

bnvKa, Ho B Nnobom

Dear Partners,

LUIaTbCA KO MHe

As you may have noticed, in the last couple of days we've had|problemg
ﬁ We don't have a solution yet, and there is no concrete aD

time when it will be resolved.

From this point forward, GlavMed is switching to a "PAUSED" mode.-
*mtil the processing issue is resolved.

We urge you to temporarily switch your traffic to other shops/projects.




[2) 19.03.2012, 11:56

TrafficDrive =
KonécHsli naH

Ceityac NPpaKTU4yeCcKn y BCeX NapTHepoK Kyda quﬂBl‘WHOE, KaHUEenNoe U NeHAWHroe, OT CaMMUX NapTHEPOK He CUMNBHO 23BUCUT MMXO0, MpOCMaTpHBaeTca 06LL|BFI neyanbHas KapTuHa, 96'.-“-4313 BW33 NanuT HanaaMoM \:Ii
~ = S 0 tnen : DaHaM Balle =) DEe NapTHePOK X 0oe 0% npoxoauT.
PEFHCFDBQHRZ 10.05.2010 Mo npobnemMHbIM CTPaHaM Balle nucel, Ha Nape NapTHepoK Xopowo ecau 50 npoxoauT

CoobuweHuit: 493
Babno: $57210

Q

“Right now most affiliate programs have a mass of declines, cancels and
pendings, and it doesn't depend much on the program imho, there is a
general sad picture, fucking Visa is burning us with napalm (for

problematic countries, it's totally fucked, on a couple of programs you're
lucky if you get 50% through).”



The Power of Infiltration

- The power of modern Internet attacks arises from
their execution at scale ...

. ... but also renders them vulnerable to

PPI. technical infiltration =
real-time malware intelligence feed

= Account purchasing: participant infiltration =
identification & disruption of bulk stock

Click “trajectories”: victim/target infiltration =
illumination of spam business elements

Including key payment-processing vulnerability
... which can prove hugely more effective than
pointwise defense



