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The Rise of Large-Scale Attacks 



The Worm Era 
Begins 



Services Scanned Over Time 
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The Worm Era 
Begins 

The rise of 
Botnets and 
Cybercrime 



2009 - 2010 



2014-2015 
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Life after you get an Infection 

PPI exe 

Client exe 

Client exe 
(second PPI) 

malware ? 

malware ? 

second PPI 

Pushdo 

webmail spam cutwail (spambot) zbot (info stealing) 

torpig 

third PPI exe 

malware ? 

zbot (info stealing) 

13 additional binaries 
downloaded  

Total Time: < 5 minutes 





14 







#триумфальная	
  
(#triumphal)	
  

26K Twitter accounts tweet 440K junk messages 
to drown out discourse / coordination. 



Geolocation of Logins 

Nonspam	
  Logins	
   Spam	
  Logins	
  

56%	
   1%	
  

26K accounts purchased from spam-as-a-service program.  
Part of a lot of 975K.  



Strategy	
  for	
  Comba.ng	
  
Large-­‐Scale	
  A5acks	
  



Combating Large-Scale Attacks!
Via Infiltration 



Infiltration 
opportunity 
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Running for five months, we downloaded (“milked”) > 1M 
binaries (9K distinct) from 4 different affiliate programs 

Advanced malware intelligence via PPI infiltration 

Milking = mimic downloader, repeatedly ask PPI service for next program to install 



The majority 
of the world’s 
top malware 
appeared in 
the “milk” 
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Malware	
  Extracted	
  via	
  “Milking”	
  

Date	
  



A handful of 
specimens are 
“old news” 

1 week 

20+% have 
yet to be seen 

Malware that 
targets Europe 

Exclusive 
to USA Omnivore 

Avg. PPI specimen 
“lifetime”: 11 days 

Most specimens 
take days to have 
broad anti-virus 

recognition 



Service 



Service Number Available 



Service Number Available Price per 1K Accounts 



Developed classifiers to match 
all accounts registered from 

the same template … 
 

… and using same registartion 
machinery 



Worked with Twitter to assess classifier: 
•  Precision:  99.9942% 
•  Recall: 95% 

Detected “millions” of accounts … 





“ All of the stock got suspended ... Not 
just mine .. It happened with all of the 
sellers .. Don't know what twitter has 
done ... 

” 
¡  Immediately	
  after:	
  

§  90%	
  of	
  purchased	
  accounts	
  suspended	
  on	
  arrival	
  
¡  2	
  weeks	
  after:	
  

§  50%	
  of	
  purchased	
  accounts	
  suspended	
  on	
  arrival	
  
¡  Strangely,	
  no	
  price	
  changes!	
  







Phases of the Spam Value Chain 

If we were to “snip” a link in this chain, which one 
would be the most disruptive for our least expenditure? 





Looked at three categories: 
  Pharma, Replica, Software 
 
Covered all the major affiliate 
programs 













If we were to “snip” a link in this chain, which one would 
be the most disruptive for our least expenditure? 





	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  Dear	
  webmasters,	
  
	
  
Due	
  to	
  the	
  recent	
  developments	
  which	
  led	
  to	
  all	
  our	
  bank	
  and	
  processing	
  accounts	
  being	
  jeopardized,	
  we	
  have	
  to	
  
inform	
  you,	
  that	
  functioning	
  of	
  the	
  Medinc	
  partnership	
  program	
  will	
  be	
  discontinued,	
  as	
  no	
  reliable	
  solution	
  has	
  been	
  
found	
  to	
  keep	
  it	
  working,	
  and	
  the	
  debts	
  to	
  suppliers	
  and	
  partners	
  keep	
  increasing.	
  
	
  

We	
  were	
  happy	
  to	
  work	
  with	
  all	
  of	
  you,	
  and	
  we	
  are	
  very	
  sorry	
  that	
  we	
  can’t	
  cooperate	
  with	
  you	
  anymore	
  within	
  this	
  
project.	
  
	
  
If	
  we	
  manage	
  to	
  find	
  a	
  reliable	
  processing	
  solution	
  to	
  resume	
  working,	
  all	
  webmasters	
  will	
  receive	
  an	
  email	
  notification	
  
sent	
  to	
  the	
  address	
  submitted	
  during	
  registration.	
  



6/29/2012	
  
	
  
Dear	
  Partners,	
  
	
  
As	
  you	
  may	
  have	
  noticed,	
  in	
  the	
  last	
  couple	
  of	
  days	
  we've	
  had	
  problems	
  
with	
  processing.	
  We	
  don't	
  have	
  a	
  solution	
  yet,	
  and	
  there	
  is	
  no	
  concrete	
  
time	
  when	
  it	
  will	
  be	
  resolved.	
  
…….	
  
From	
  this	
  point	
  forward,	
  GlavMed	
  is	
  switching	
  to	
  a	
  "PAUSED"	
  mode.	
  No	
  
new	
  orders	
  will	
  be	
  processed	
  until	
  the	
  processing	
  issue	
  is	
  resolved.	
  	
  
……..	
  
We	
  urge	
  you	
  to	
  temporarily	
  switch	
  your	
  traffic	
  to	
  other	
  shops/projects.	
  
	
  



	
  
“Right	
  now	
  most	
  affiliate	
  programs	
  have	
  a	
  mass	
  of	
  declines,	
  cancels	
  and	
  

pendings,	
  and	
  it	
  doesn't	
  depend	
  much	
  on	
  the	
  program	
  imho,	
  there	
  is	
  a	
  
general	
  sad	
  picture,	
  fucking	
  Visa	
  is	
  burning	
  us	
  with	
  napalm	
  (for	
  
problematic	
  countries,	
  it's	
  totally	
  fucked,	
  on	
  a	
  couple	
  of	
  programs	
  you're	
  
lucky	
  if	
  you	
  get	
  50%	
  through).”	
  



The	
  Power	
  of	
  InfiltraKon 

•  The power of modern Internet attacks arises from 
their execution at scale … 

•  … but also renders them vulnerable to infiltration 
§  PPI: technical infiltration ⇒ 

        real-time malware intelligence feed 
§  Account purchasing: participant infiltration ⇒ 

        identification & disruption of bulk stock 
§  Click “trajectories”: victim/target infiltration ⇒ 

        illumination of spam business elements 
•  Including key payment-processing vulnerability 

•  … which can prove hugely more effective than 
pointwise defense  


